
User NotaryThis protocol starts when the TLS session is over 
and the Notary revealed all TLS keys to the User.

The User decrypted and obtained the Server Response (SR) plaintext in the clear.
She now wants to convince the Notary that the SR is the true result of the decryption.

3. Evaluates the garbled circuit.
Computes sum of output labels:
prover_sum = label[0] + label[1]

 + ... + label[n]


4. Commits to prover_sum Hash(prover_sum)

Also sends deltas for each label pair:
deltas[0] = labels[0][0] - labels[0][1]
deltas[1] = labels[1][0] - labels[1][1]
deltas[2] = labels[2][0] - labels[2][1]

...
deltas[n] = labels[n][0] - labels[n][1]


5. Sends the sum of all zero labels:
labels[0][0] + labels[1][0] +

 ... + labels[n][0] = zero_sum


deltas, zero_sumdeltas, zero_sum

ZK circuit

1. assert (hash of SR == Hash(SR))
assert (hash of prover_sum == Hash(prover_sum))

2. decompose SR into n bits

3. compute sum == bits[0] * deltas[0] +
bits[1] * deltas[1] + ... + bits[n] * deltas[n]

4. assert prover_sum == zero_sum - sum


Public inputs:
Hash(SR)

Hash(prover_sum)
deltas


zero_sum



Private inputs:
SR

prover_sum


Concrete illustration for SR of a 2-bit size

SR (in bits) = [1,0]
label[0] = 13
label[1] = 17

prover_sum = 30


labels[0][0] = 22    labels[0][1] = 13
labels[1][0] = 17    labels[1][1] = 24

delta[0] = 22-13 = 9
delta[1] = 17-24 = -7

zero_sum = 22+17 = 39


sum = 1*9 + 0 * -7 = 9



assert 30 == 39 - 9


1. Commits to SR  Hash(SR) Hash(SR)

Garbled circuit which performs AES decryption and outputs the plaintext

Hash(prover_sum)

2. Constructs a garbled circuit where

pairs of output labels have an


 arithmetic delta.



  

