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this is an effort to break down the building blocks of crypsinous blockchain

1 Crypsinous blockchain

Crypsinous Blockchain is built on top of Zerocash sapling scheme, and Ouroboros Genesis blockchain. Each part

U, stores it’s own local view of the Blockchain Cllg‘; Cloc 18 a sequence of blocks B; (i>0), where each B € Cj,e.

B = (txlead7 St)

tZieqqa = (LEAD, St?ref, Stl‘pmof)

st?ref it’s a vector of txjeqq that aren’t yet in Cioe. StTproof = (CMuc, SNc, €p, sl, p, h, ptr, ) the Blocks’ st is
the block data, and h is the hash of that data. the commitment of the newly created coin is: (cme,,7¢,) =
COM M (pkCCIN||7||vel|pey ), T is the clock current time. sn, is the coin’s serial number revealed to spend the
coin.

O

SNe = PRFf"OtQkOIN (pc)

COIN
p =
n is is from random oracle evaluated at (Nonce||nep||sl), p is the following epoch’s seed. ptris the hash of the
previous block, 7 is the NIZK proof of the LEAD statement.

1.1 st transactions

the blockchain view is a chain of blocks, each block B; = (t%jeqq, st), while st being the merkle tree structure of
the validated transactions received through the network, that include transfer, and public transactions.

1.2 LEAD statement

for @ = (cme,, SNy, M, L, p, b, DET, Py, fby, TOOL), and w = (path, roots,corn , pathgcorn , Te, Pe, Tey, U, Te, ) for tuple
(:v,w) € Licqq iff:
o pkCOIN = PRF"*

e p., =P RFva,f tCOIN (pe, ). note here the nonce of the new coin is deterministically driven from the nonce of

(COIN (TC)'
sk

the old coin, this works as resistance mechanism to allow the same coin to be eligible for leadership more
than once in the same epoch.

Vi € {1,2} : DeComm(cm,,, pk“OI™N||v||pe,,7e,) = T.

path is a valid Merkle tree path to ¢m,, in the tree with the root root.



tCOIN
sk .

pathgcorn is a valid path to a leaf at position sl — 7, in a tree with a root roo
SNey, = PRF::OtCkOIN (Pcl)

root S0 o

Y= Hy
root GOTN [ pe
® p=Hp
o y < ord(G)¢s(v) note that this process involves renewing the old coin ¢; who’s serial number gets

revealed(proof of spending), becoming an input, to ¢y of the same value,

1.3 transfer transaction tz,y.,

transfer transaction of the pouring mechanism of input: old coin, and public coin, with output: new return
change coin, and further recipient coin. such that input total value v{!? 4 Vpup = V5 + vge?

teyfer = (TRANSFER, stxproof, Cr)

StTproor = ({€Mcy ), cme, }), ({81¢y, STy ), T, TOOL, T)

¢y is forward secure encryption of st,cp = (pey, Tegs Vey) t0 pky. the commitment of the new coins cs, ¢4 is:

(Cm03 ) r03) = Comm(pkg’;gINHT\ |UC3 | ‘pcs)
(cmc4, 7'64) = Comm(pkg;ng||’r\|vc4|\pc4)

1.3.1 spend proof

the spend proofs of the old coins sn,, sn., are revealed.

1.3.2 NIZK proof 7

for the circuit inputs, and witnesses

x = ({eme,, cme, }, {snc, s S1¢, §, T, rOOL)
_ COIN ,1.COIN
w = (TOOtskglorN,pathskgOIN,TOOtSkCCZOIN,pathskgOIN,pk’CS kSO (Pey s Tey s 1, Dathy), (pey s Tey, V2, Paths),

(Pq ) Tcl , U1, pa'thl))
7 is a proof for the following transfer statement using zerocash pouring mechanism.

Vi € (1,2} phCOTY = PREYY corn (1)

Ve {l,...,4}: DeC’omm(cmci,pkgOIN\|vi\|pci,rci) =T

V1 + V2 = v3 + U4
path; is a valid path to ecm,, in a tree with the root root

pathy is a valid path to em,, in a tree with the root root, sn., = PRFfi;’;”kCOIN (pey)
kG

pathgcorn is a valid path to a leaf at position 7 in ,rootcorni € {1,2}

sne, = PRF (pe;), Vi € {1,2}

rootsk(;_o”\r
C’l.

2 toward better decentralization in ouroboros

the randomization of the leader selection at each slot is hinged on the random y, fy, pc, those three values are
dervied from 7, and root of the secret keys, the root of the secret keys for each stakeholder can be sampled, and
derived beforehand, but 7 is a response to global random oracle, so the whole security of the leader selection is
hinged on centralized global random node.



2.1 solution

to break this centeralization, a decentralized emulation of G, functionality for calculation of: n; = PRFng ()
1 = hash(tx})
1o = hash(”lettherebedark!”)

note that first transaction in the block, is the proof transaction.

2.1.1 (TODO add UC proof)

3 Performance

since Crypsinous is based of sapling scheme, the performance relative to zerocash sapling scheme is that number
of constraints in the PRF is improved by replacing sha256 (83,712 constraints) by pederson commitment (2,542
constraints), but on the other hand the proving take twice that of the sapling.

4 Appendix
4.1 PRF

pseudo random function f(z) is defined as elliptic curve encryption over the group < g > of random output as
elligator curves of poseidon hash H

4.1.1 PRF®™:

COIN
root Sy,

PRF;:OtCkOIN (Z‘) = H(xHObOO)

4.1.2 PRF:
PRE?S coun () = Hial[0b01) o5

4.1.3 PRFe:

tCOIN
sk

PRF”ltckom (z) = H(z]|0b10)"°

T0oO0

4.2 rootSPTN (1)

the root in the merkle tree of the current epoch’s coins secret keys, at the onset of the epoch, the initial slot’s
coin’s secret key at time 7 is sampled at random skCOTN & {0, 1}!PrF | and skgolIN — PRFSe,gil(l)

4.3 Comm,DeComm

the equivocal commitment (c¢m,r) <— Comm(m), while the de-commitment is DeComm(cm, m,r) — True if it
verifies. the commitment can be implemented as blinded encryption of m, as follows

mGl + 7"G2
for random groups Gy, Gg, or as PRE°™™(m)

PRE® ™™ (m) = H(m||0b11)"

5 references

https://eprint.iacr.org/2018/1132.pdf
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