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1 INTRODUCTION

A blockchain as a decentralized mechanism for data storage
and processing requires transparency for network members
to reach consensus on the evolving state of the system. This
transparency inherently comes with great challenges regard-
ing privacy as all on-chain data is widely distributed and
publicly visible, even when hidden behind pseudonymous ad-
dresses.

Solving this challenge, while ensuring the strong secu-
rity guarantees of existing blockchains, is an ongoing re-
search area. Without a solution, the transparent nature of
blockchains gets in the way of adaptation of certain, other-
wise very useful applications, making the widespread use of
blockchains depend on solving this privacy challenge.

Our aim is to solve this challenge for general-purpose
(meaning Turing-complete) blockchains such as Ethereum.
We believe that the only scalable approaches to smart-
contract development do not necessitate developers to have
prior expertise in cryptography. Therefore, we design our
solution to provide a seamless and intuitive developer ex-
perience. Moreover, successful privacy-preserving solutions
must support the usual blockchain use-cases and design pat-
terns such as easily mixing data from different users, keeping
encrypted data on-chain, and smart-contract composition.

Our solution presented here is based on fully homomor-
phic encryption (FHE) combined with threshold protocols.
All data is on-chain and available to everyone with some of it

being in an encrypted form. Due to the deterministic proper-
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ties of homomorphic function evaluation, everyone can per-
form computations on the encrypted data and use typical
consensus protocols. This also, intentionally, preserves one
of the key benefits of transparency on blockchains: the com-
putation carried out remains public, while only the data that

is being computed on is hidden.

1.1 Owur contributions

This document presents novel blockchain components and
how they are used to build an Ethereum Virtual Machine
(EVM) based blockchain supporting computation on en-

crypted values. The concrete contributions include:

e An fhEVM, which integrates Zama’s open source FHE
library TFHE-rs [Zam22], into a typical EVM, exposing

homomorphic operations as precompiled contracts.

e A decryption mechanism [Sma23] based on distributed
threshold protocols [DDE23] that prevents misuse
by malicious smart contracts, yet is flexible and non-

intrusive to honest smart-contract developers.

e A Solidity library that makes it easy for smart-contract
developers to use encrypted data in their contracts,

without any changes to compilation tools.

Note that while the presentation given here is in terms of
an EVM-based blockchain, our approach is general enough
to support other blockchains, for instance based on WASM.
It can also easily be made to use non-threshold based de-

cryption mechanisms.



1.2 Applications

On-chain encrypted values enhance or even unveil many use

cases of blockchain, with a few described below.

1.2.1 Encrypted ERC-20 tokens. The ERC-20 token stan-
dard for fungible tokens is an important standard for
blockchains. However, by the public nature of blockchain
systems, the individual balances of ERC-20 token holders
are public and the mere pseudonymity offered may lead to
privacy concerns for individuals [BSBQ21]. Since the thEVM
enables the use of encrypted values in smart contracts, it is
possible to construct an encrypted version of the ERC-20
token standard. To do so, it suffices to change the data type
of balances from integers to encrypted integers, and replace

each operation with their respective FHE counterpart.

1.2.2 Blind auctions. A first-price sealed-bid auction allows
bidders to privately submit bids so that no one learns their
amount. When the bidding period is over, the highest bid-
der is identified and declared winner. Blind auctions en-
courage bidders to bid no more than what they think the
auction prize is worth. Such auctions can be naturally im-
plemented entirely on-chain using encrypted values, without
needing a trusted entity to perform the computation on the
plaintext bids, unlike solutions based on commitments or
zero-knowledge proofs. Using an encrypted ERC-20 token,
bidders simply transfer an encrypted amount to the blind
auction smart contract, which then compares bids to deter-

mine and reveal the winner.

1.2.3 Privacy-enhanced DAOs. Decentralized autonomous
organizations (DAOs) have become increasingly popular in
the blockchain space as a way to create self-governing com-
munities without a central authority. They rely on smart
contracts to enforce rules and make decisions based on the
votes from their members. In general, a DAO has a treasury
which is managed by its members via proposals. Propos-
als are voted on by members and are executed only if the
vote has passed. Voting systems can be implemented with an
ERC-20 token contract where the amount of tokens held by a
member reflects its voting power. On-chain encrypted values
therefore enable DAO members to cast votes confidentially.
Using an encrypted treasury, DAOs can also compete fairly
in auctions, preventing others from knowing in advance the

details of the treasury and as a result its bidding power.
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1.2.4 Decentralized identifiers. Decentralized identifiers
(DIDs) are a novel type of identifier that enables verifiable
and self-sovereign digital identities for individuals and
organizations. Utilizing encrypted data, smart contracts
that live in the ThEVM have the capability to store and
process sensitive information related to a user’s identity
securely, safeguarding user privacy throughout the process.
For example, a central authority or government could
publish the encrypted birth date of a consenting user to
a smart contract. Subsequently, authorized parties could
query the smart contract to gain information about the
user’s age (e.g., whether they have the age of majority)

when necessary.

1.3 Related work

There are multiple ways to achieve smart contract com-
putations on private inputs. Although some of the listed
solutions can use a combination of the following tech-
niques we (grossly) classify them in the four categories:
zero-knowledge (ZK) proofs, trusted execution environ-
ments (TEEs), secure multi-party computation (MPC), and
homomorphic encryption (HE).

1.3.1 Zero-knowledge (ZK) proofs. ZK proofs tackle the pri-
vacy challenge by keeping only committed data and proofs
of correct computation on-chain. However, the data must
be known in plaintext to compute on it, meaning a plain-
text copy of the data must be kept somewhere. This can
work well when only data from a single party is required
for any computation, but raises the issue of what to do for
applications requiring data from multiple parties.

ZCash [BCG T 14] and Monero [Mon23| provide anonymity
to both sender and receiver ends on transaction while keep-
ing the amount of exchanged coins shielded using Pedersen
commitments [Ped92].

Zexe [BCG'20] and VeriZexe [XCZ'23| allow arbitrary
scripts to be evaluated within zero-cash style blockchains us-
ing zkSNARKSs. The limitation is that since multiple smart
contracts / parties cannot access encrypted state on-chain,
the input data has to be known by at least one party to gen-
erate the zZkSNARKs. Currently it is impossible to update
encrypted states without revealing them using this method-
ology.

Hawk [KMS™16] uses ZK proofs where the inputs to the



smart contracts are revealed to a trusted manager that does
the computation.

In our solution, the computation happens directly on the
encrypted data, meaning that mixing data from multiple
users is straightforward and the computation can happen

on-chain.

1.3.2 Trusted execution environments (TEEs). Blockchain
systems based on TEEs only store encrypted data on-chain,
and perform computations by decrypting the data inside
secure enclave that holds the decryption keys [YXCT18,
KGM19, CZK"19, SCR23, Oas23, Pha23]. The security of
these solutions depends on the decryption keys being safely
contained within the secure enclaves. This makes the user
depend on the secure enclave hardware and their manufac-
turers which rely on a remote attestation mechanism [CD16].

The enclave approach was shown several times to be
vulnerable against several side-channel attacks [VMW™18,
LSGT18, KHF 19, vMK ™21, TKK"22, vSSY*22], includ-
ing attacks that simply observe leakage from memory access-
patterns [JLLJ"23].

1.3.3  Multi-party computation (MPC). zkHawk [BCT21]
and V-zkHawk [BT22] replace the trusted manager from
Hawk [KMS'16] with an MPC protocol where all the in-
put parties need to be on-line to participate.

Eagle [BCDF23| improves upon the Hawk constructions
by having the clients outsource their inputs to an MPC en-
gine which does the computation for them. Eagle also adds
features such as identifiable abort and public verifiability to
the outsourced MPC engine. Even though in Eagle the input
parties do not have to be on-line all the time, they need to
do one round of interaction with the MPC engine to provide
inputs [DDN'16].

Although very detailed, there is no information on how
privacy-preserving storage is achieved in Partisia [Par23] in
their yellow paper.

1.3.4 Homomorphic encryption (HE). Some solutions based
on homomorphic encryption have been proposed based on
partially homomorphic encryption, which limits the type of
operations that can be performed and therefore only support
a certain class of smart contracts and applications. For ex-
ample, Zether [BAZB20| uses an ElGamal-based encryption

scheme which ensures private transfers of funds. Alas, this
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is not enough to achieve full confidentiality when it comes
to more sophisticated smart contracts.

Zkay [SBG119] defines how to execute Ethereum smart
contracts private using FHE but uses a trusted third party
that holds the decryption key.

smartFHE [SWA23] uses BFV [FV12] as the underlying
(HE) block to build FHE. In their setting, each wallet lo-
cally runs the BFV key generation procedure to get a public
and a secret key pair. Multiple wallets have different keys so
in order to execute more complicated smart contracts such
as blind auctions they need to run a distributed key gener-
ation protocol and produce a joint (pk, sk). The ciphertexts
involved in the computation then need to be re-encrypted
under the new pk, and after performing the blind auction
homomorphically, they need to run a distributed decryption
to get the result (although the distributed decryption pro-
tocol is not detailed in their paper).

PESCA [Dai22] uses a similar architecture to ours making
use of a global public key pk which everyone uses to encrypt
their balances and a threshold FHE protocol to help decrypt
outputs. One major difference is that their threshold proto-
col works modulo ¢ = p a prime number whereas ours works
for a ring Z, with g being typically a power of 2. Another
difference is that in PESCA, the threshold FHE modulus ¢
is exponential in the number of parties n; i.e., the cipher-
text modulus must increase by a factor of (n!)® compared to

non-threshold schemes.

2 HIGH-LEVEL OVERVIEW

This section gives a high level overview of our approach, with
further details in the subsequent sections.

We make little assumptions about the consensus layer be-
yond relying on it for providing agreed-upon blocks of trans-
actions to execute and the public signature keys of all current
validators. Tendermint is used in our concrete implementa-
tion. Importantly, we make no changes to the consensus

protocols and directly inherit their security properties.

2.1 Global FHE key

Our solution relies on a global FHE key under which all
inputs and private state are encrypted. This is an important
design decision since it makes it easy to mix encrypted data

from multiple users and across multiple smart contracts.



The encryption mechanism is asymmetric, with the pub-
lic encryption and evaluation keys stored on-chain, and the
private decryption key secret shared across the validators.
A suite of threshold protocols is used when the decryption
key is needed, keeping it secure at all times.' Specifically,
no group of validators below a certain threshold can make
any use of the private decryption key on their own. The key
is generated during a setup phase by the initial validators
using a threshold protocol, and securely re-shared when the

validator set is changing.

2.2 Encrypted inputs

In order to provide an encrypted input to a transaction or
view function, users are required to submit two values: The
first value is the input encrypted using the global public FHE
key. The second value is the associated valid zero-knowledge
proof of plaintext knowledge (ZKPoK) [Sma23, §2.4]. To-
gether, these two components form a certified ciphertext.

The ZKPoK ensures that the ciphertext is well-formed,
that the user knows the underlying plaintext message, and
that the ciphertext cannot be used in another context.

As explained in more detail in Section 6, these re-
quirements are satisfied via a signature-proof-of-knowledge
scheme (a term introduced by Camenisch and Stadler [CS97]
and formalized by Chase and Lysyanskaya [CLO6]) where the
user binds a statement to a proof that they know the mes-
sage that has been encrypted. A global common reference
string (CRS) is required for this scheme [Lib23], which is also
generated by the initial validators using a threshold protocol
during the setup phase and stored on-chain.

Before doing anything with the ciphertext, the receiving
smart contract must ask the fhEVM to verify the ciphertext
and the corresponding proof. If successful, the fhEVM stores
the ciphertext on-chain and returns a handle to it that can
be used for further processing. If not, execution is reverted.

See Section 4 for more details.

2.3 Encrypted values and execution

Besides verification as described above, all operations on ci-
phertexts performed by smart contracts are done through

handles. The thEVM keeps a mapping between handles and

!Note that we here only describe our key management solution
based on secret sharing and threshold protocols. It is straightforward
to use another solution, for instance a centralized solution based on
trusted hardware.
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User fhEVM blockchain

. (Encyp (m), ZKPoK(m))

Encpr,, (f(m))

Smart contract:

F(Encyy,(m)) ~ Encyp.(f(m))

Figure 2.1: Encrypted inputs and outputs. The user sends value m
encrypted with the blockchain's public FHE key pk together with
a valid ZKPoK as input to the blockchain. The smart contract
homomorphically computes on the encrypted value using FHE,
denoted as f() To output an encrypted value our system con-
ceptually re-encrypts f(m) under the user’s public key pk,, using
distributed decryption.

ciphertexts in memory. The mapping is automatically up-
dated when new ciphertexts are computed during execution.
While this also has some efficiency benefits, the primary rea-
son to use the mapping is that it provides an efficient way
to ensure that smart contracts only operate on ciphertexts
that have been honestly obtained. Intuitively, this prevents
malicious actors from breaking the expected confidentiality
guarantees, for instance by deploying a smart contract with
a “stolen” ciphertext baked into it, and then having the con-
tract ask for it to be decrypted. Informally, a ciphertext is

honestly obtained by a smart contract if and only if it was:

e received as an input from a user who proved that they

know what message it contains;

e sent from another smart contract that had honestly ob-

tained it before;

e Joaded from storage where it was honestly obtained

when it was stored;

e computed as the output of a homomorphic operation on

honestly obtained inputs.

Note that these rules allow for secure composition of (poten-
tially malicious) smart contracts.

Precompiled contracts are used to move the computation
of FHE operations from the EVM execution environment
to native or hardware-accelerated execution environments.
This allows for faster computation of these complex crypto-

graphic operations. Each FHE operator is associated with



a precompiled contract via a static address, giving smart-
contract developers the ability to call these from their So-
lidity code without the need to change the Solidity language
nor its compiler. See Section 3 for more details.

It is also worth noting that precompiled contracts have
fully customizable gas prices, meaning that the price of FHE

operations can be set according to crypto-economic factors.

2.4 Decryption and re-encryption

Anyone who wishes to recover the plaintext value of a cipher-
text must do so by calling a function of a smart contract,
which in turn must call either the decrypt or re-encrypt func-
tionality exposed by the fhEVM. In other words, it is the
public code of a smart contract that decides whether such a
request is granted, and users are responsible for only sending
their encrypted data to smart contracts they trust.

In the case of the decryption, a threshold protocol is used
to return the plaintext to each validator which stores it on-
chain. When this is undesirable, re-encryption can be used
instead, which securely transforms a ciphertext encrypted
under the global FHE key into another ciphertext encrypted
under a user-provided classical public encryption key using a
threshold protocol. The user’s public encryption key may be
ephemeral and can be signed by the user in order to prevent
impersonation attacks.

Since re-encryption requests are completed using a thresh-
old protocol, view functions cannot be executed by neither
any full node nor any single validator. We mitigate this is-
sue by introducing a network gateway that distributes view
function calls to all validators, who in turn each execute
the corresponding smart contract logic to determine whether
they should rightfully participate in the threshold protocol.

Details are given in Section 7.

2.5 Full nodes

Given that non-validating full nodes do not participate in
the threshold decryption protocol, they do not have instan-
taneous access to results of decryptions. Such nodes need to
have access to these to catch up to the head of the chain.
They are therefore stored on-chain in such a way that full
nodes can easily query validators to get the result of previ-
ous decryptions. This mechanism is explained in detail in
Section 4.7.
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3 SOLIDITY LIBRARY

One of our main design goals for the private smart contract
framework is usability; i.e., allowing developers to accom-
plish their task with the least amount of effort. We consider
two aspects of usability: one is utilizing the existing devel-
opment toolset as much as possible, the other is to make it
as easy as possible for developers to express smart contract
logic working on encrypted data.

The Ethereum and Solidity toolsets are very rich, mature,
and widely used by blockchain developers. They include
compilers, debuggers, IDEs, and libraries. In order to add
FHE support to these toolsets, we opt for a Solidity library
that uses Yul inline assembly to call the thEVM precompiled
contracts. This hides implementation details under a high-
level Solidity API so that FHE functionalities are just normal

Solidity functions or overloaded operators.

3.1 Encrypted data types

Our Solidity library, TFHE, currently exposes encrypted in-
teger types of three different bit-lengths: euint8, euint16,
and euint32. It also exposes an encrypted boolean type
ebool. These are Solidity user defined value types (wrap-
ping a uint256) and may for instance be used as variables,

parameters, and values in mappings and arrays.

3.2 Encrypted inputs

When a smart contract receives a certified ciphertext
from a user, it must first verify its accompanying proof,
thereby converting the input into a usable euint by calling
TFHE.asEuint. If the verification is successful, the fhEVM
returns an encrypted value that is ready to use by the smart
contract. If not, execution is reverted.

An example of this is shown in Listing 3.1, where amountCt
holds a certified ciphertext, the call to asEuint32 asks the
fhEVM to verify the underlying zero-knowledge proof and

return an encrypted value for further usage.

3.3 Encrypted operations

The thEVM offers various operations on the encrypted data
types. These are implemented by calling a precompiled
smart contract, which in turn calls out to the TFHE-rs li-
brary [Zam22|. See Listing 3.2 for an example using multi-

plication and addition.



function verify(
bytes calldata amountCt
) public returns (euint32) {
euint32 amount = TFHE.asEuint32 (amountCt) ;
return amount;

}

[ N

Listing 3.1: Example of converting a certified ciphertext amountCt
to an encrypted integer amount.

function compute (
euint32 x,
euint32 y,
euint32 z
) public returns (euint32) {
return TFHE.mul (TFHE.add(x, y), z);
}

IS SN I R O

Listing 3.2: Example of computing on encrypted integers x, y, and
z.

The thEVM currently supports typical arithmetic opera-

tions, boolean operations, and comparisons.

3.4 Decryption

Smart contracts may decrypt values by calling TFHE.decrypt.
This triggers the execution of a threshold protocol and con-
sequently comes with a certain latency. The result is a plain-

text value of the corresponding data type.

3.5 Require statements

Smart contracts may decrypt and check encrypted boolean
values during execution. If the boolean predicate decrypts
to “true” then execution continues, otherwise it is reverted.
See Listing 3.3 for an example.

There is some latency associated with checking require

conditions due to the threshold decryption that must be per-

1| function transfer (

2 address from,

3 address to,

4 euint32 amount

5| ) public {

6 ebool cond = TFHE.lte (amount, balances[from]);
7 require (TFHE.decrypt (cond)) ;

8
9

balances [to] = TFHE.add(balances[to], amount);
10 balances [from] = TFHE.sub(balances[from], amount);

11|}

Listing 3.3: Example of checking a condition on encrypted
integers amount and balances[from| using decryption and a
require statement.
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1| function transfer(

2 address from,

3 address to,

4 euint32 amount

5/) public {

6 ebool cond = TFHE.lte (amount, balances[from]);
7
8

euint32 o0ldTo balances [to];

9 euint32 newTo TFHE.add (01dTo, amount);
10 balances [to] = TFHE.cmux(cond, newTo, 01ldTo);
11
12 euint32 oldFr = balances[from];
13 euint32 newFr = TFHE.sub(oldFr, amount);
14 balances [from] = TFHE.cmux(cond, newFr, oldFr);
15|}
Listing 3.4: Example of using conditional multiplexing to

avoid information leakage introduced by decryptions and require
statements.

formed. To mitigate this, the fhEVM offers an optimistic
require TFHE.optReq, which accumulates the boolean condi-
tions instead of decrypting them immediately, and performs
a single decryption only when needed. The downside is that
execution is not reverted as soon as a condition is violated,
potentially leading to a higher gas consumption. The accu-
mulated conditions are decrypted at the end of executing a
transaction or view function, and before any TFHE.decrypt
operation. The reason for the latter is that there is an in-
formation leak associated with these operations, and it is
desirable to minimize the amount of information leaked.
Finally, the inherent leak of information produced by a
smart contract decrypting encrypted values may be prohibit-
ing for some applications. For these cases, the fThEVM offers
a multiplexer operator TFHE.cmux as illustrated in Listing 3.4.
This operation computes both the true value and the false
value, and combines these using the control value. With this
operation there is no leakage but more gas is spent comput-

ing both values.

3.6 Encrypted outputs

Our infrastructure allows for programmable privacy by let-
ting smart contract developers choose precisely who has ac-
cess to read which encrypted values. This is done by having
the explicit TFHE.reencrypt operation that may be preceded
by TFHE.decrypt statements and used within if statements.
A simple example is shown in Listing 3.5.

Note that TFHE.reencrypt can only be used in view func-
tions because there is no point in persisting its result to

smart contract storage. The fact that no signature is re-



function balanceOf (
bytes32 publicKey

) public view returns (bytes memory) {
return TFHE.reencrypt (

balances [msg.sender],

publicKey

)

}

0N O U W N

Listing 3.5: Example of re-encrypting to a user-provided public
key.

quired to execute view function calls presents a security is-
sue, but it is up to the smart contract developer to implement
a solution suitable for the given application. One solution
is to ask the user to sign the public encryption key, for in-
stance according to the EIP-712 standard [BLE21]|, linking
it to the on-chain identity, and making sure that the sender
of the public encryption key is who they claim to be. It is
the responsibility of the developer to have the smart contract
verify this signature to ensure authenticity of the provided

user public key.

4 FHEVM IMPLEMENTATION

In this section we detail the inner-workings of the fhEVM.
It is assumed that the reader is already familiar with com-
mon notions of the EVM [Wo0021]. The thEVM augments
the EVM by adding several stateful precompiled smart con-
tracts. Contrary to conventional smart contracts, these do
not contain EVM bytecode. Instead, their behavior is en-
tirely defined by functions baked into the EVM implementa-
tion and expressed in its programming language. Moreover,
their gas price is determined at the contract level as opposed
to at the bytecode level, making it possible to adjust the
relative price between plaintext and encrypted operations.
They are stateful because they are allowed to manipulate

the EVM’s memory and storage.

4.1 Encrypted values, ciphertexts, and handles

Encrypted values (or euints) are simple wrappers around
handles h represented as uint256 values and computed by
applying a cryptographically secure hash function to the ci-
phertext c:

h := Keccak256(c) .

We will often write h. to denote this computation.

Besides converting a ciphertext to a handle, smart con-

ZAMA

tracts can only ask the fhEVM to perform operations on ci-
phertexts via their handle. In other words, smart contracts
manipulate ciphertexts via handles only, and do not directly
control their bytes.

Note that since handles are computed by applying a cryp-
tographically secure hash function to ciphertexts, it is over-
whelmingly unlikely that an arbitrary uint256 value will be
misinterpreted as a handle. Likewise, it is overwhelmingly
unlikely that the handles of different ciphertexts will collide.
This would imply that the standard Keccak256 hash function

is insecure.

4.2 Privileged memory

We introduce privileged memory, a component required for
tracking which ciphertexts were honestly obtained. This
memory is implemented as a region of fhEVM memory, is
only mutable by the thEVM, and has the lifetime of the
execution of a transaction or view function call.

Privileged memory holds a mapping p of handles h. to
pairs (¢, S), where c is the associated ciphertext and S is a
set of EVM call stack depths. During execution, this map-
ping records for which call stack depths a ciphertext was
honestly obtained, and may therefore be used as input for
homomorphic operations and decryptions. Formally, we say
that a ciphertext c is honestly obtained if h. is in the domain
of o and csd € S for (¢,S) = p(h.) where csd is the current
call stack depth.

Similarly, when we say that we mark ciphertext ¢ as hon-

estly obtained, we mean that p is updated as follows:

(e, SU{csd}) if u(he) =(c,8)
(c,{csd})

plhe) =
if plhe) =10

where csd again is the current call stack depth. Note that
¢ = ¢’ with overwhelming probability due to the use of a

cryptographically secure hash function.

4.3 Ciphertext verification

The thEVM exposes a precompiled contract to verify cer-
tified ciphertexts entering the system as inputs from users.
Given a ciphertext ¢ and a proof m, this precompile veri-
fies the proof using the scheme described in Section 6, pass-

ing in tx.origin, msg.sender and functionSelector from



the EVM’s execution context as the user address, the smart
contract address and a selector of the called smart contract

function, respectively.

functionSelector uniquely identifies a smart contract
function and is defined as the first 4 high-order bytes
of Keccak256(functionSignature) in big-endian, where
functionSignature is defined to be the function name fol-
lowed by a list of parameter types separated by a single
comma and enclosed in parentheses. If verification passes,
then ciphertext c is marked as honestly obtained. Otherwise,
the function call is reverted.

For the above method to work reliably and to reduce com-
plexity, ciphertext verification is only allowed at depth 1
of the fhEVM call stack (i.e. in a smart contract function
called by an externally owned account). In that way, user
libraries can generate proof 7 using msg.sender as the smart
contract address they invoke and functionSelector as the
function they directly call. Otherwise, they would need to
know where in the call stack ciphertext verification is re-
quested and, consequently, the corresponding msg.sender
and functionSelector at this depth. That introduces com-
plexity and dependencies between proof generation and the

implementation of the called smart contract.

4.4 Privileged storage

We introduce smart contract privileged storage, a novel type
of smart contract storage. Like regular smart contract stor-
age, this is a unique per-contract storage location in the
blockchain state. However, unlike regular smart contract
storage, the privileged storage is only mutable by the fhEVM
and not by the smart contract code itself. Having it per-
contract allows the thEVM to efficiently reclaim storage
when the contract is deleted. The privileged storage is im-
plemented by creating an associated contract and then using
that contract’s storage. This associated smart contract does
not contain any EVM bytecode.

The thEVM uses privileged storage to store an honestly
obtained ciphertext ¢ when a smart contract stores its handle
hc. This means that although storing h. is cheap because it
is simply a uint256 value, the fhEVM also implicitly stores
the larger associated ciphertext. To mitigate this storage
cost, ¢ is only stored once, even if h. itself is stored multiple

times, and a set R is used to keep track of the locations h.
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is stored at.

Concretely, the CREATE and CREATE2 opcodes are aug-
mented to create an additional contract. Let o be the ad-
dress of the account deploying the contract, then a M
Keccak256(c, n) is the address of the regular contract, where
n is the nonce of account a, and a’ 1962551 Keccak256(a, 0)
is the address of the associated contract used for privileged
storage (see Figure 4.1). Let o, denote the storage of the for-
mer and p, denote storage of the latter. The SELFDESTRUCT
opcode is augmented to also remove p, in addition to oq,
which ensures that ciphertexts are automatically removed
from storage when a contract is destroyed.

Note that by the design of the address creation mecha-
nism, it is infeasible to create a smart contract that owns
the same storage space as any other contract. Therefore, we
obtain from our construction a storage space for ciphertexts
that is shielded from manipulation by any malicious smart

contract.

Smart contract Privileged storage

i
]

Bytecode
—_—
Storage Storage
accessible by unaccessible
Bytecode by Bytecode
. .

Figure 4.1: Privileged storage.

Smart contract Privileged memory Privileged storage

Byte-

code ® SSTORE(h) @ SSTORE(c)
E— e

Storage
h

Figure 4.2: Interaction between a smart contract, privileged mem-
ory and privileged storage when calling the SSTORE opcode. The
stack call depths are omitted.

The SSTORE opcode is also augmented so that when a con-
tract asks to store handle h. at location ¢ in o,, garbage

collection is performed by looking up (R',c’) < pa(h') for



h' = Keccak256(0,(¢)), and updating p, as follows:

o) ] R = (0}
(R'\ {¢},¢') otherwise

Once garbage collection is done, if ¢ is marked as hon-
estly obtained then it is persisted to state by looking up
(¢,8) < p(he) and updating p, for h = Keccak256(h.) as
follows:

(RU{E},¢) it palh) = (R, )

({f},0)

pa(h) =
otherwise

The interaction between a smart contract and memory on
an SSTORE opcode is illustrated in Figure 4.2. Note that the
ciphertexts in u(h.) and in pe(h) are equal since h. and h
are computed from ¢ and h., respectively, using a collision
resistant hash function.

As shown above, lookups in p, are done with keys that
are derived by applying a preimage resistant hash function
to a ciphertext handle. Doing so prevents malicious users
from crafting handles that point to arbitrary positions in
pe and, in that way, forcing garbage collection of arbitrary
ciphertext data.

The set R is used to prevent malicious users from invali-
dating already stored ciphertext handles by storing the bytes
of the handle in a context where it is not honestly obtained
and then overwriting it, forcing garbage collection. Since
we don’t update R if the handle is not honestly obtained,
a subsequent garbage collection would not act on the mali-
cious handle and, therefore, the invalidation of the original
stored handle is prevented.

Finally, the SLOAD opcode is modified such that
when a contract loads the value at location ¢ and
pa(Keccak256(0q(0))) = pa(Keccak256(h.)) = (R,c¢), ¢ is

marked as honestly obtained. This is shown in Figure 4.3.

4.5 Delegation

The CALL and RETURN opcodes are modified to automatically
update p when a contract passes a ciphertext handle to an-

other.
When a CALL opcode is executed by a smart contract,

every handle of ciphertext marked as honestly obtained is
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Figure 4.3: Interaction between a smart contract, privileged mem-
ory and privileged storage when calling the SLOAD opcode. The
stack call depths are omitted.

extracted from the arguments. Let csd be the current call
stack depth. For every extracted handle h, if u(h) = (¢, S)
and csd € S, then p(h) == (¢, SU{csd+1}), thereby marking
¢ as honestly obtained for the callee contract.

Similarly, when a RETURN opcode is executed, every han-
dle of honestly obtained ciphertexts is extracted from the
arguments. Let csd be the current call stack depth. For
every handle h found, if pu(h) = (¢,S) and csd € S, then
w(h) = (¢,S U {esd — 1}). The intuition is that since
the callee contract is explicitly passing the handle to the
caller contract, the associated ciphertext should also be

valid for the caller to use. Moreover, for all A’ such that

u(h') = (', 8"), w(h') = (', 8"\ {esd}).

4.6 Operators

Precompiled contracts are added for arithmetic operators
(add, sub, mul, div), logic operators (and, or, xor, not),
comparison operators (le, 1t, ge, gt, eq, ne, min, max), bit
shift operators (shl, shr) and negation (neg). These all call
the corresponding operation in the TFHE-rs library.

Let hi,...,h, be the inputs to the precompiled contract
for any of these operations, let (c;i,s;) = u(h;) be their as-
sociated ciphertext, and let csd be the current stack depth.
If some h; is not in the domain of p, or if some s; does not
contain csd, then execution is reverted. Otherwise the ci-
phertext c returned by TFHE-rs after calling its function on

Cl,...,Cn is marked as honestly obtained.

4.7 Decryption

When a decryption operation is encountered in smart-
contract code, the behavior of validators and full nodes dif-
fer. Validators engage in a threshold decryption protocol

with other validators in order to collectively decrypt the ci-



phertext as described in Section 7.4. However, full nodes
cannot do this since they do not have a share of the secret
key. To mitigate this, when executing transactions, valida-
tors store the resulting plaintext value on-chain after each
decryption, and full nodes use these values when for instance
performing block sync in order to reach the same state as val-
idators. Full nodes may obtain these from a validator node
or from another full node that is closer to the head of the
chain.

Concretely, a contract address a4 is fixed and its storage is
used to hold a mapping § from handle A to plaintext value m.
Note that this storage is never reclaimed since full nodes may
want to catch up at any point in the future.

The thEVM also exposes a precompiled contract for the
decryption functionality. Its behavior depends on whether
the node is currently a validator.

If it is a validator, then it triggers participation in an exe-
cution of the threshold decryption protocol. The result is a
plaintext value m which is returned to the smart contract. If
the validator is executing a transaction then m is also stored
by updating d(h.) = m. Note that each validator obtains
the same plaintext message m so § is consistent across the
validators. Also, any existing entry in § for h. is overwhelm-
ingly likely for the same ciphertext ¢, and in turn also with
the same plaintext message m.

If the node is not a validator, then it obtains m = d(h.)
from a node closer to the head of the chain, and assumes this
to be the correct decryption. Note that the state consensus
protocol will detect if this was not the value the validators
committed to when they executed the threshold protocol.

Note that decryptions can also happen in non-committing
function calls (e.g., view function calls). In this case, the
query must be propagated to enough threshold protocol par-
ties. Those parties will execute the threshold decryption pro-
tocol without persisting the decrypted value on-chain, and

continue execution normally.

4.8 Optimistic require statements

The thEVM exposes a precompiled contract for optimistic
require statements. It maintains a list of pending encrypted
booleans that it has received as inputs over the course of an
execution. This list is checked either when an explicit de-

cryption or re-encryption is requested, or at the very end of
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executing a transaction or view function call. This involves
homomorphically computing the logical and operator across
all items in the list and decrypting the resulting ciphertext
as previously explained. If the result of the decryption is
“false”, execution is reverted—otherwise, it continues.
Optimistic require statements could reduce the number of
decryptions per execution. However, the amount of gas used
in case of reversal might be more than what it would have
been in case of an early reversal. It is a trade-off developers

might use to optimize for gas.

4.9 Gas estimation

Users sending transactions to an EVM blockchain with calls
to smart contract functions would typically like to know the
approximate gas amount (or just gas) required before actu-
ally signing and sending them. Gas depends on the number
of operations executed in a call, how much data is persisted
in smart contract state and so on. It could also depend
on current state itself, because program flow can branch on
contract state variables. Furthermore, state variables can
change as blocks are added and, therefore, gas could vary
from one block to another for the same call.

To get an approximate gas of the transaction before send-
ing it, tools such as wallets use the gas estimation feature.
One way of implementing it is to send the call to a single
blockchain node that would execute it locally (potentially
multiple times) to find the minimum amount of gas that is
sufficient and return that to the user. Any state changes
during gas estimation execution are reverted by the node
and the user pays no fees.

Gas estimation in a typical EVM blockchain executes with
the exact same input and, potentially, state as the actual
transaction. That works, because all data on a blockchain is
public.

In fhEVM, execution flow might depend on the decryption
of encrypted values. However, decryption cannot happen
during local gas estimation, because it requires interaction
between validators as described in Section 7.4. Therefore,

fhEVM introduces the following techniques:

e When a decryption is encountered, a constant plaintext

value d is returned for any input ciphertext.

e Since there are no actual decryptions and flow cannot

depend on ciphertexts, when an FHE operation is en-
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countered, a unique ciphertext is generated as a result,
independently from the inputs. That allows for execu-
tion to continue as if the operation was executed. This

technique saves on unnecessary compute time.

e Ciphertexts are not persisted and garbage collected on
an SSTORE opcode. This technique saves on input-

output operations.

Above changes make gas estimation work for users in a
very similar way to existing blockchains and EVM imple-
mentations. However, it is less precise when encrypted data

is used as compared to only plaintext data.

4.10 Re-encryption

The thEVM also exposes a re-encryption precompiled con-
tract that takes as arguments a handle and a classical (non-
FHE) public encryption key.? This function is not supported
in transactions, so the fhEVM first checks that a view func-
tion is indeed being executed, and reverts if not. Since only
validators hold a share of the key, this precompile should
only be called on validators.

If the above conditions are satisfied, then it triggers partic-
ipation in the threshold re-encryption protocol described in
Section 7.5. This returns the validator’s share of the plain-
text, which is then encrypted under the user-provided (clas-
sical) public encryption key and signed by the validator’s

signature key.

5 FULLY HOMOMORPHIC
ENCRYPTION

Allowing efficient and arbitrary computations on encrypted
data had been an open research problem for a long time. By
the late 00’s it was believed by many to be infeasible. How-
ever, in 2009 a seminal result by Gentry [Gen09, Genl0)]
showed that such a scheme is indeed possible to construct.
Gentry’s scheme is based on an area of cryptography known
as lattice-based cryptography. His overall idea starts with
an encryption scheme which allowed a large amount of ad-
ditions and a few multiplications to be computed over an
encrypted message. The reason only a limited amount of

operations are possible is due to each operation resulting in

2Concretely, the crypto_box construction from libsodium is used for
encryption, which internally relies on X25519 [Ber06] and XSalsa20-
Poly1305 [Ber05].
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“noise” being added to the message encrypted, meaning that
if too much noise is added, it would drown the actual mes-
sage and thus lead to an incorrect decryption. To combat
this Gentry introduced the idea of a “bootstrapping” stage
which involves reducing the noise contained in the encrypted
message. Conceptually it involves evaluating the decryption
algorithm on a ciphertext, using an encryption of the secret
decryption key, by leveraging the homomorphic properties of
the scheme. Since decryption involves removing the noise,
this procedure can be carried out indefinitely many times,
allowing the construction of a fully homomorphic scheme.
Unfortunately, his initial scheme was quite inefficient.
However, much research—in both industry and academia—
has since then been carried out in this area, in order to
construct schemes and protocols efficient enough for real-
world applications, such as the public-key variant of the
TFHE scheme [CGGI20, Joy23] we use in the fhEVM.
One such efficiency improvement is programmable bootstrap-
ping (PBS) [CJP21]. PBS is an extension to the bootstrap-
ping technique, enabling the homomorphic evaluation of a
(non-linear) univariate function as part of the bootstrapping

process.

5.1 Black-box FHE

The thEVM takes advantage of an FHE scheme through the
TFHE-rs library [Zam22], which is an open source, Rust-
based library developed by Zama. The library implements
an efficient TFHE scheme, which we discuss in more de-
tail in Section 5.2. It also implements algorithms to handle
more advanced homomorphic operations, besides just addi-
tion and multiplication. This includes subtraction, bit-shifts,
division, logical operations, and comparison. Furthermore, it
allows composition of multiple ciphertexts to seamlessly em-
ulate computation over integers of arbitrary bit-length. This
is essential to allow for general computations, since typical
FHE schemes, including the plain TFHE scheme, only works
over messages of a few bits.

For completeness we sketch all of the essential methods re-
quired by an FHE scheme, which involves the typical public-
key encryption methods, along with a method for computa-
tion, and methods allowing one to switch the key used to
decrypt a ciphertext without decrypting the ciphertext first.

While the fhEVM relies fully on TFHE-rs, and is black-box

11



in the underlying FHE scheme, it requires some of the gen-
eral FHE methods to be implemented in a threshold manner
in order to distribute the private key material over a set of
multiple parties. Specifically KeyGen, Dec and KeySwitchGen
need to be computed in a distributed fashion, which we dis-
cuss in more detail in Section 7. In this section we outline
descriptions of these methods in the classical single-party

(i.e. non-threshold) case.

KeyGen(sec, M) — (pk, evk, sk) : The key generation, where
sec is the security parameter and M is the plaintext

space, which is used to generate the following keys:

pk : The public encryption key used to encrypt a mes-

sage into a ciphertext;

evk : The public evaluation key used to homomorphi-
cally evaluate an arbitrary function of ciphertexts
(evk typically includes the bootstrapping material

to control the noise in ciphertexts);

sk : The private decryption key used to decrypt a ci-

phertext into the message it contains;

Encpi(m) — ¢ : The encryption function which uses the
public key pk to encrypt a message m € M into a ci-
phertext c.

Decs(¢) — m : The decryption function which uses the pri-
vate key sk to decrypt a ciphertext ¢ into the corre-

sponding plaintext m € M.

Evalew (f, c1, c2,...) — ¢’ : The homomorphic evaluation of
a function f, consisting of comparisons, arithmetic and

logical operations, on ciphertexts ci, ca, ... s.t.

)) :f(ml,mz,...)

Decg (Evalew (f, c1, c2, ...

where my < Decg,(c1), ma < Decg(c2), ...

KeySwitchGen(sk1, sk2) — ksk : Generates a public key-
switching key ksk that can convert a ciphertext which
can only be decrypted with key ski, to a ciphertext,
which only private key sk2 can decrypt.

KeySwitch,, (¢) = ¢’ : Converts a ciphertext ¢, which can
only be decrypted with ski, into a ciphertext ¢’, which
can only be decrypted with sko, provided that ksk =
KeySwitchGen(sk1, sk2).
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TrivialEnc(m) — ¢ : Encodes a message m € M into a ci-
phertext representation. The result can be used in FHE

computations, but is not secure.

5.2 The underlying TFHE scheme

Our FHE scheme is given by Joye [Joy23]. It is based on
a variant of Learning With Errors (LWE) problem, first
introduced by Regev [Reg05]; namely on the (polynomial)
ring version of the decisional variant of the LWE prob-
lem. The (non-ring variant) decisional LWE problem con-
sists in distinguishing samples drawn from the distributions
{(a,b=(a,s)+e) | a & Zie« E}or{(a,t)|a & 7t &
Zq}, for some error distribution £ over Z and a secret vec-
tor s. The problem is conjectured to be hard to solve, even
for a quantum computer. The problem has been general-
ized to multiple mathematical structures such as polynomial
rings or modules and used to construct multiple encryption
schemes. In particular this includes the one used in the
fhEVM (through TFHE-rs).

Concretely, the computation of the scheme in its most ba-
sic form can be specified as follows, letting ® denote a certain

vector convolution® and {-,-) denote the inner product:

KeyGen(sec, Z,) — (pk, evk, sk) :

1. Based on sec define £ = 2" for some 1 > 0 and select
positive integers p,q s.t. p| g, let A = g/p, and define
an error distribution £ over Z with standard deviation
o." The plaintext space is M = Z,.

2. Sample a uniformly random ¢-bit vector as the secret
key, s = (s1,...,50) < {0,1}".

3. Sample a uniformly random vector ag & Zg.

4. Define bg = ag® s+ € € Zg where € «+ &°.

5. Let public parameters pp = (¢, p, ¢, 0, A) and define the
public key pk = (ag, bo) and the private key sk = s.

6. The generation of the evaluation key evk (needed for
the programmable bootstrapping functionality) is ab-
stracted away for simplicity. See the original TFHE
paper [CGGI20] or [Joy22, §6.2| for details.

3Speciﬁcally, ® denotes the reverse negative wrapped convolution.
Given two vectors u = (ui1,...,u¢) and v = (v1,...,ve) € z¢,
w = u®v = (wy,...,wg) € 7 with w; = 22:1 U Vegj—i —
Z§:i+1 ujvj_i. For example, (1,2,3) ® (4,5,6) is the vector
(=17,5,32).

4The concrete numbers can be computed using a tool like the Lat-
tice Estimator at https://github.com/malb/lattice-estimator.
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7. Return (pk, evk, sk).
Encpr(m) — ¢ : For a plaintext message m € {0,...,p—1}:
1. Parse pk = (ag, bp) and sample

P 0,1}, e=(e1,...,q) « & e+ €.

2. Again setting A = ¢/p, compute:

maska:ao®r—|—eeZ§,

body b= (bo,7) + A-m+e€Zy .

3. Output the ciphertext ¢ = (a,b).
Decsi(c) — m :

1. Parse sk = s.

2. Compute m = [(b— (a,s) mod ¢)/A] mod p.

TrivialEnc(m) — ¢ : For a plaintext message m € {0,...,p—
1}: Output the (trivial) ciphertext ¢ = (0, A - m).

Algorithms Evale(f, c1, c2,...) — ¢, KeySwitchGen(sk1,
sk2) — ksk and KeySwitch,, (c) — ¢’ are abstracted away
for simplicity. See [Joy22] for details.

Parameters. We outline the default parameters from
TFHE-rs which we use in the fhEVM in Table 5.1. They are
picked to ensure security equivalent to providing 128 bits of
computational security, similar to AES-128. The smallest
supported ciphertext will contain a 2-bit message-space and
a 2-bit carry-space. Larger data types (see Section 3.2) are
offered by TFHE-rs by bundling multiple of these smaller
ciphertexts together and handling them accordingly. The
user is not exposed to the underlying details and handles
encrypted integer types seamlessly.

Table 5.1: Default parameters for the FHE scheme used [Joy23].

These ensure 128 bits of security and an error probability smaller
than 2740 per PBS.

Parameter Explanation Value
P Plaintext modulus 24
q Ciphertext modulus 264
V4 Vector dimension 2048
o Standard deviation of error 2'2-51
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Table 5.2: Benchmark of typical FHE operations on encryptions of
unsigned integers of various sizes. CPU times are multi-threaded
using an Intel Xeon Gen 3 processor on AWS mé6i.metal. .

Operation Platform uint8 wuintl6 uint32
Addition CPU 78ms 113ms 141ms
Subtraction CPU 8lms 111lms 139ms
Multiplication CPU 127ms 227ms 368 ms
Division® CPU  226ms 322ms 544ms
Equality CPU 40ms  40ms 65 ms
Comparison CPU 58ms  80ms 110ms
Bitshift CPU 107ms 138ms 200 ms

Benchmarks. In Table 5.2 we outline the speed of the dif-
ferent FHE operations on differently sized unsigned integers
and in Table 5.3 we outline the sizes of keys and ciphertexts
based on the default parameters mentioned in the previous
paragraph, when using TFHE-rs v. 0.3.1. When encrypting
a plaintext of many bits, in is possible to use a packing tech-
nique to compress the bundle of ciphertexts resulting from
such an encryption. This is achieved by cleverly sharing
randomness between the different ciphertexts in the bundle.
Packed ciphertext size grows only by a very small factor for
increasing bit lengths, due to the use of packing as described
in [Joy23, §4]. However, we currently use unpacked cipher-
texts after homomorphic operations have been carried out.
We leave for future work the use of packed ciphertexts during
operations. It is also possible to use other clever techniques
to compress the storage space needed for ciphertexts as we
discuss in Section 8.

For completeness we highlight that while the private and
public keys are small, although the key needed for boot-
strapping and key switching is around a hundred megabytes.
However, these keys are generated just once. They are made

public and do not need to be stored by clients.

6 ZERO-KNOWLEDGE PROOFS

In order to provide a blockchain solution offering both secu-
rity and privacy for multiple users and smart contracts, it is
essential to implement a flexible system that precludes mis-
use by both users and smart contract developers. In the set-

ting of the fhEVM where values are encrypted, such require-

5 Assumes a publicly known divisor.
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Table 5.3: Sizes of the different FHE scheme elements. For ci-
phertexts, the values indicate the respective size of the encryption
of unsigned integers uints.

Keys
pk sk evk

16.6kB 256B 112MB

Ciphertexts

Packed Unpacked

uint8 uintil6 uint32‘ uint8 uintl6 uint32

16.5kB 16.5kB 16.6kB‘65.8kB 132kB  263kB

ments are exacerbated and much more complex to achieve
than on plaintext values. While transferring and processing
encrypted values protects the confidentiality of the under-
lying data, it is much harder to detect maliciously crafted
erroneous messages, that could trigger undesired behavior or
leak information about sensitive data, for example through
so-called selective failure attacks [KS06]. Hence to prevent
misuse the fhEVM relies heavily on zero-knowledge proofs,
which can safely be posted and verified on the blockchain, in
order to ensure admissible usage. By this it is ensured that
data that gets sent as input into the thEVM is well-formed

and originates from the claimed sender.

As briefly described in Section 2.2 the ZKPoKs used in
the thEVM specifically ensure the following three properties:
1) the ciphertext is correctly formed, 2) the user knows the
underlying plaintext message, and 3) the ciphertext cannot

be used in another context.

Property 1 is generally required by the FHE scheme
since decrypting malformed ciphertexts could leak some-

thing about the private decryption key.

Property 2 ensures that the users can neither reuse a ci-
phertext from someplace else, nor can they modify their in-
put based on another ciphertext. This is particularly impor-
tant in the blockchain setting since all ciphertexts are stored
on-chain and therefore widely available. In more general

cryptographic terms, this ensures input independence.

Finally, Property 3 intuitively prevents a malicious en-
tity from reusing a proof (and in turn a ciphertext) in an-

other context, for instance as an input to a smart contract
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they control. This is particularly important in our setting
since smart contracts by design are free to do anything they
want with ciphertexts sent to them, including having them
decrypted or re-encrypted. This also illustrates that users
must validate and trust a given smart contract before send-
ing encrypted and confidential information to it, including

any sub-contract it may call.

6.1 General realization of requirements in a

proof-of-knowledge

To achieve the above-described properties a randomized non-
interactive proof system is used and the randomness used
depends on the identity of the user constructing the ci-
phertext and the smart contract receiving it as input. It
is well-known that interactive proof systems consisting of
one or more rounds of public-challenge/response steps be-
tween a prover and a verifier can be made non-interactive
through the Fiat—Shamir transform [FS87]. That is, let z
be public information and w be the witness for which the
prover wants to prove knowledge, such that a public relation
R(z,w) = T holds. Then if the interactive proof consists of
multiple rounds of communication where the prover returns
partial states pi,p2,... to the verifier and the verifier re-
sponds with public randomness r1,72, ... then it is possible
to replace r; with H(x,p1,...,pi—1,71,...7i—1) where H is
a hash function modelled as a random oracle, making the
proof non-interactive.

In general, a proof of knowledge can be specified with the

following methods:

e CRS — pp : optional algorithm which generates the
public parameters pp for the proof system. Must be
executed either by a trusted party or through a secure

protocol.

e Prove(pp,z,w) — m : takes as input a public input x
and a witness w and construct a proof 7 that the prover
knows a witness w s.t. R(z,w) = T. Within this algo-
rithm, the public randomness values r1,... are instead

computed as described above using H and the internal

state of the proof.

e Verify(pp, x, m) : may be executed by any verifier to val-
idate that someone knows w s.t. R(z,w)=T.
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In our specific case, at the high level, x is the FHE pub-
lic key pk and newly encrypted ciphertext ¢ < Encpir(m),
and witness w is the message m. However, this is not
completely sufficient as it also needs to be ensured that
Verify not only enforces that someone knows w, but also
who this is and in which context the proof happens. To
achieve this the Fiat—Shamir heuristic is augmented with
the necessary auxiliary information, a construction referred
to as strong Fiat-Shamir in the literature [BPW12]. Specif-
ically, let a, be the user’s address, a. the smart con-
tract’s address and ay the specific function that the user
intends to call in the smart contract. Then public chal-
s Dim1,T1,..-Ti—1) 1S

computed. This ensures that the two addresses and the spe-

lenge r; <« H(pp,z,au,c,az,p1,...

cific function get entangled with the proof and thus that the
verifier can validate that the proof is only used in the in-
tended context, while at the same time proving knowledge

of the witness w without revealing it.

Our primary goal for the specific choice of non-interactive
zero-knowledge (NIZK) proof is compactness due to the need
for posting it on the blockchain, while at the same time of-
fering suitable performance in a blockchain context. For this
reason the fhEVM uses the recent scheme of Libert [Lib23,
§5 and § G.3] which exactly follows the public randomness
structure described above. A security analysis for this con-
struction and our application of it is provided in [Sma23,
§2.4].

6.2 Setup

The fhEVM relies on the NIZK proofs from [Lib23], and thus
require a common reference string (CRS). More specifically,
during the global setup phase a “power-of-tau” random ref-
erence string needs to be generated, which is the same type
of CRS required for many SNARK schemes, such as those
used in Zcash. This will be done before the full commercial
release, using a standard ceremony for CRS generation and
the distributed protocols described in [NRBB22, KMSV21].

7 THRESHOLD PROTOCOLS

At various times during smart contract execution values need
to be decrypted. As mentioned earlier, no single party knows

the secret key that would allow decryption of values. Instead,
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this key is secret shared among the validators®, who can
interact in a threshold decryption protocol to decrypt and
reconstruct the plaintext from a ciphertext. For this we use
the protocols from [DDET 23], for which reasoning about the

formal security and composability is provided in [Sma23].

7.1 Background

Throughout this section we use the same linear secret shar-
ing scheme (LSSS) as in [DDE 23] with respect to a modu-
lus @ and a corruption threshold ¢ < n. The notation for a
value a € Zq as being secret shared across a set of n parties
such that more than ¢ parties are required to reconstruct the

original value is:

()9 = ([a]i",..., [l

where each party P; has their corresponding share [a] §t’Q>‘

Due to the linearity of the secret sharing scheme, given two
secret shares [a](*? and [b]»?, producing a secret sharing
value of - a + B - b+« for any values «, 8,7 € Zg can be

done without interaction, i.e. each party P; computes:
o atB-b+)"Y a- (oY + 8- b)Y 4.

The same rules apply for the dot product operation (-,-)
where one of the terms is public as it is a linear operation.
To recap, a TFHE ciphertext is of the form (a, b) € Zf; X ZLq

with ciphertext modulus ¢, where
b={(a,s)+A-m+e (modgq)

which encrypts a message m € Z,, where p is the plaintext
modulus, A = ¢/p is a scaling factor used to shift the mes-
sage into the higher-order bits, e is some “noise” term, and
£ is the LWE dimension and depends on the desired secu-
rity. More details of the underlying encryption scheme can
be found above in Section 5.2.

In order to mask the noise e coming from the decryp-
tion of ¢ = (a,b) € Z x Zq, which might leak infor-
mation about the secret key s, we apply the operation
¢’ «+ Switch-n-Squash(c) from [DDE"23]. This operation
converts a ciphertext ¢ with LWE parameters (¢,q) to a
ciphertext ¢/ = (a’,V) € Z§ x Zg with LWE parame-

SWe here assume that the validators hold the secret shares and
execute the threshold protocols, but one could alternatively imagine
a separate set of parties for this task.
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ters (L, Q) that encrypts the same plaintext m:
b ={(a',s') + A" -m+e (mod Q)

where s’ € {0,1}* and A’ = Q/p. In practice, according
to [DDE"23] the modulus ¢ is set to ¢ = 25 and modu-
lus Q = 228,

In the threshold setting the secret key s’ is secret shared
modulo ) across a set of n parties with a threshold ¢t < n as

s']\99? . More precisely, every bit of the secret key s; € s’ is
[s']9). More precisely, y bit of th t key s € s’ i
(t,Q)

secret shared separately, such that each party’s share [s'];
is a vector of L separate shares of the bits of s’. The in-
dividual bits’ shares are computed by evaluating for each
bit s;G[L] a random polynomial Fj; of degree ¢ that has
its zero-degree coefficient equal to s7; ie., F;(0) = s €
Zg Vj€{1,...,L}.

When a ciphertext ¢ = (a,b) € (Zi x Z,) is input to be
decrypted, the parties first apply ¢’ «+ Switch-n-Squash(c)
to get ¢’ = (a’,b') € (Z5 x Zg) and then parties jointly
generate a secret shared noise term [E]“?). Each party P;

computes a partial decryption

PDec;(c') = b — (a’, [s'){"?) + [E]{"9
=+ E+A" - m["Y,

where e is the error present in the encryption.

The variable [E]®“? is used to statistically mask e in or-
der to avoid leaking information about the secret key s;
see [DDE'23] for more details. Note that the generation
of [E]"*? can be deferred into an input-independent (pre-
processing) phase since it does not depend on the input ci-
phertext (a,b).

Combining more than ¢ valid PDec;(c’) values allows to
reconstruct the contained message m in the clear. The
Switch-n-Squash(c) procedure takes about a~ 300 ms while
the computation of PDec;(c’) and the reconstruction of m
can be done in &~ 2ms in a setting with n = 4 parties and
threshold ¢ = 1 according to [DDE™23].

7.2 Security model

Our protocols work with any number of parties n, as long
as there are at most ¢ < n/4 active corruptions, although
it can also support ¢ < n/3 for small values of (?) The

protocol falls under the umbrella of the so-called robust MPC
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frameworks, which means that even if a fraction of ¢ parties
lie about their shares or send malformed values then the
protocol still continues and the honest parties get the correct
output.

We assume that the communication channels between par-
ties are encrypted” and authenticated and that an adver-
sary A can corrupt at most ¢ players. For the preprocessing
phase we assume that the communication channels are syn-
chronous as these are needed to resolve disputes, using mech-
anisms similar to [DNO7], where parties need to broadcast
conflicts.

In a synchronous network every round has a time-out
value §. Thus if a party sends a message in a round it is
expected to be received within time frame § by the receiv-
ing party. We use a slightly modified version of Bracha’s
broadcast [Bra87]® where a sender S wishes to broadcast a
message m to all parties that gives us the following guaran-

tees:

e Every honest party will terminate with either a mes-

sage m, or a value L (different from any possible m).

e Any two honest parties that terminate, output the same
value, and if the sender S is honest then that message

is m.

The synchronous broadcast protocol allows us to assume
that all honest parties will send, and receive, the expected
messages from all other honest parties within the § time
limit. If some messages are not received within that time-
step, then the parties simply move on without them. Thus
the protocol will output L if the sender sends inconsistent
values but also if the sender sends nothing at all.

Without delving into specifics, we believe that a syn-
chronous preprocessing phase coupled with an asynchronous
on-line phase is a good compromise, as the decryption par-
ties running the protocols usually have a given time-frame ¢
to complete each protocol step, and running a decryption
for days would be impractical. Another reason for which we
chose the synchronous variant of Bracha [Bra87] and not the
asynchronous broadcast [CP23, DYX 22, DXR21] is that
the synchronous broadcast leads to a simpler implementa-

tion.

"Note that this is only needed for the offline phase, but to get
authenticated channels you might as well use encrypted channels.

8See https://hackmd.io/@alxiong/bracha-broadcast for a discus-
sion of this.
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During the on-line phase we can assume asynchronous
channels where messages can be arbitrarily (but finitely)
delayed [BKR94, BTH07, BCG93|. The on-line phase con-
sists of retrieving some secret material generated in the pre-
processing phase to which we simply call the robust open
protocol (see Figure 7.2 and Figure 7.3) from [DDET23].
Malicious players are detected during calls to robust recon-
struction, which we describe in detail in Section 7.7.

Depending on the number of parties we add various op-
timizations, the fastest protocol being when (?) is small.
The system currently supports the on-line phase and was
extensively benchmarked using n € {4,10,40} parties with
various threshold sizes; see [DDE™23].

Our threshold protocols focus solely on data that is be-
ing processed in smart contracts or blockchain transactions,
and do not directly modify how consensus is achieved or
how transactions are processed. This means that attacks on
them can only affect the confidentiality of processed data,
but cannot influence the consensus mechanism of the block-
chain. An attacker targeting the threshold protocols cannot
steal tokens or forge signatures, as these functionalities are

secured independently by the blockchain itself.

7.3 Distributed key generation for TFHE

In our setting no single entity knows the secret key so the
process of generating such a shared secret key [s']"? can
be done through an MPC protocol. The problem of perform-
ing asynchronous distributed key generation has been exten-
sively studied in many works [KHG12, DYX*22, KMS20,
DXR21|. Due to the difficulty of adapting existing pro-
tocols to the ring case, we take the distributed BGV key-
generation method from [RST122] for the dishonest major-
ity case with abort and replace its generic functionalities
with robust MPC. The case for robust key generation fol-
lows immediately from the dishonest majority case. Next,
we explain only how the secret and public key is generated
for TFHE using tools from [RST ' 22] as well as the auxiliary
keys to perform the FHE operations such as bootstrapping
and key-switching keys.’

9We observe that key-switching is needed for technical reasons to
increase efficiency. Specifically allowing decryption with a sufficiently
large noise term [E]“‘Q> requires a choice of a modulus Q > q. As a
result, before decryption, ciphertexts are key-switched from a modulus
q to a larger domain @ in which the threshold decryption is carried
out. For more details see [DDET23].
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The secret key s’ for distributed decryption is a random
binary vector s’ € {0,1}%, which can be generated by sim-
ply calling the shared random bit GenBit protocol L times
described in [DDE"23, Fig. 20]. Thus the secret key share
= ([s1]9, ... [s7]09), where

each [s5]"?) is a random secret shared bit.

is represented as [s/]¢4?)

To generate the public key we need to compute something
reminiscent of encryptions of zero based on the secret key.
Concretely (a,a ® s + €) for a random a € Zf; where € is a
vector of small error terms from the normal distribution with
variance o2. Note here that the LWE parameters are (g,9)
can be obtained by generating the samples using the larger
LWE parameters (Q, L) by ‘down-casting‘. The downcast is
done by defining s to be the first (for eg.) ¢ bits of s’ and
truncate the convolution (a ® s mod @) mod q. Generating
a is easy since parties only need to agree to a public ran-
dom seed which is then input into a PRG and expanded in
a pseudo-random manner to generate all random elements
aj € Zq that constitute a = (au,...,ar).

The main difficulty lies in generating a secret shared e.
Fortunately sampling numbers according to the normal dis-
tribution can be achieved by generating ~ o/2 shared ran-
dom bits; see [RST'22, Fig. 11].

The bootstrapping keys are ring-GSW encryptions of bits
of the secret key s under another secret key § [Joy22]. Key-
switching keys are symmetric-key encryptions of bits of §
under the secret key s which are scaled by known scalars B®.
Both the bootstrapping and key-switching keys can be com-
puted using secret shared bits of [s]*%? and [5]*? in the
same manner as described for the public key above. Hence
the tools needed are the same as those needed to generate

the public key.

7.4 Decryption requests

Decryption requests are initiated by a smart contract execu-
tion calling the decryption precompiled contract. Note that
if a view function call is being executed, it must be gossiped
to all other validators in order to get (enough of) them to
participate in the distributed decryption protocol. The pre-
compiled contract then calls out of the fhEVM to trigger
the local decryption party P; into participating in an exe-
cution of the distributed decryption protocol using its key

/]{RQ)

share [s . Throughout the protocol, parties broadcast

17



their partial decryption PDec;(c) (equivalent to a sharing of
the plaintext m) such that when the protocol finishes, all
parties know the decrypted value m. Parties independently
return this value to their local thEVM instance, which re-

sumes execution.

The behavior of full nodes on decryption requests is de-
tailed in Section 4.7.

7.5 Re-encryption requests

As briefly sketched in Section 2.4, when a user U asks to
view some encrypted value, e.g. their balance ¢ + Enc(m),
a request is sent to the decryption parties {Pi,..., P}
to execute the distributed decryption protocol on ¢ =
Switch-n-Squash(c). At the end of the protocol the parties
will have a share of the result [m]‘*?) and will send that

share to user U.

More precisely, the user generates a classical and possi-
bly ephemeral public key pk, signs it using its signature key,
and sends it in a call to a view function to a single node,
called gateway G, which in turn forwards the user request
to the set of all current validators. Upon reception of this
view function call, validators locally execute it in the fhEVM
to retrieve the ciphertext to decrypt ¢’ as well as to make
sure that according to the smart contract code, the user has
the right to ask for a re-encryption of this ciphertext. This
local execution eventually leads to the re-encrypt precom-
pile which calls out of the thEVM to trigger the local de-
cryption party P; into executing the interactive distributed
decryption protocol using its key share [s']gt’Q> to produce
the preprocessing material required to compute PDec;(c’).
As a result, each node can now compute a partial decryp-
tion PDec;(c’) of the requested plaintext output m. Each
party now signcrypts their partial decryption using sign-
then-encrypt [ADRO02| under the user-provided encryption
key and their individual signature key before they return it
to the user via G. The calling user can then reconstruct
the plaintext as described in Section 7.7. The flow of re-
encryption requests is depicted in Figure 7.1. Note that the
gateway (G can be a separate entity who acts as a proxy with
the single task of relaying messages, but this task could also
be done by one of the decryption parties or validators them-

selves.
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o1 = Sigg, (PDecy (¢))
b\cb r1 = Encpi (o1, PDecyi(c))
User U Gateway G
d = {call, pk} ¢ P,
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—

o4 = Siggp,, (d)
sk, pk oy = Slg5k2 (PDecz((:/))
~__ B
7.2 ro2 = Encyi (o2, PDeca(c))
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<
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&
o3 = Sigg, (PDecs(c))
r3 = Encyi (03, PDecs(c’))

Figure 7.1: Conceptual illustration of the view function communi-
cation flow between user U and the threshold decryption parties.

7.6 Implementation of decryption requests

Distributed decryptions happen in a specific and config-
urable time frame, which we call an epoch e, in which the set
of decryption parties and thus parties for the distributed de-
cryption are fixed. In order to process incoming ciphertext
decryption requests in epoch e for a specific shared secret
key [s¢]("? the parties need to run our threshold decryption
software which acts as a gRPC server to deal with multiple
and concurrent requests.

Each request (e, ¢) is a tuple containing the epoch num-
ber e and the ciphertext to be decrypted c. The decryption
parties will then derive a session id sid < H(e||c) where H
is a cryptographic hash function and all inputs to the hash
function are assumed to have a unique encoding.

Parties hold a (bounded) channel map per sid for each in-
coming message. The messages sent around between players
have an sid tag attached to them and are locally dispatched
to its corresponding sender and session id. Since the dispatch
map contains bounded channels it’s impossible for malicious
parties to mount attacks that flood up the honest parties’
storage.

Once the threshold decryption protocol terminates, the
parties will store the outputs o into a map sid — o, which

can be queried afterwards.

7.7 Robust reconstruction

After the user has received a sufficient number of signed
and encrypted shares they can locally run the reconstruc-

tion of the contained plaintext value. The amount of incom-
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_[ RobustOpen (t < n/4) }

This protocol depends on the ratio between ¢, and n,
and whether the underlying network is synchronous
or asynchronous. It can be run by a player P = P;
who already holds their share or by an external player
P. The output reconstruction happens on the wallet
side, hence we describe the external player recon-
struction.

RobustOpen(P, [a]*?) where 4t < n :

1. Player P; sends [a] (£.Q) securely to player P.

(3

2. P waits until they have received 3t + 1 share
(£,Q)
values {[a];"™"};.

3. They apply a Reed—Solomon error correction
algorithm like Berlekamp—Welch to the 3¢ + 1
shares they hold to robustly compute a.

4. Return a.

Figure 7.2: Robust opening protocol for asynchronous network
when t < n/4.

ing shares depends on the number of parties n and the cor-
ruption threshold ¢. We detail the protocol from [DDE™23]
where we consider the case that the network is asynchronous
depending on the threshold ¢: when ¢ < n/4 in Figure 7.2
and t < n/3 in Figure 7.3. Note the full robust open proto-
col in [DDET23] also works with synchronous network with
timeouts. Another feature of the robust opening procedure
is that it also allows the external user to identify parties that
have sent an incorrect share. This could later be connected
with the proof of stake mechanism to incentivize honest be-
havior and slash malicious actions, but we currently leave

this as an open problem.

7.8 Rotating decryption parties

With each new epoch e the set of decryption parties can
change. For this case we devise a mechanism to reshare the
secret key from the decryption party set S = {Pi1,..., P,} to
a new group of parties S’ = {Pj,..., P;,}. We visualize the
general concept abstractly in Figure 7.4. In the literature
this problem is called as dynamic-committee proactive secret
sharing (DPSS) [SLL08, MZW 19, BGG 20, YXXM23].
In our case the main challenge is to make DPSS work over

a ring Zq4 since all existing constructions make use of the
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_[ RobustOpen (t < n/3) }

RobustOpen(P, [a]"?) where 3t < n :
1. Player P; sends [a]§t’Q> securely to player P.
2. Forr=0,...,tdo:
(a) P waits until 2¢ 4+ r 4+ 1 shares have been

received.

(b) Apply Reed—Solomon error correction on
the 2t +r + 1 shares, assuming there are r
errors in these shares.

(c) If error correction outputs a degree ¢ poly-
nomial then output a.

Figure 7.3: Robust opening protocol for asynchronous network
when ¢t < n/3.

secret s being an element in a prime field.

To reshare s from a set S to a set S’, the parties P; € S
share their shares [s]gt’@ to the parties in P; € S us-
ing a VSS (Verifiable Secret Sharing) scheme [GIKRO1,
CCP21]. From these shares [[s]ﬁt’@];t’(’?> the underlying syn-
drome polynomial [Hall5, GTLBNG21] is computed in se-
cret shared form (which is a linear operation). Then this
syndrome is used to locally construct any error vector intro-
duced by adversaries in S. Given the error vector the parties
in &’ can correct, locally, the shares they just received. Then
by applying the recombination vector for the sharing in S
to the shares of the shares, the parties in &’ can construct a

sharing of the original secret s.

S S’

Figure 7.4: Conceptual visualization of resharing from a set of
validators S to a new set of validators S’, holding different shares
of the same secret key s.



8 FUTURE WORK
8.1 Security improvements

We are actively working on improving both the theoretical
and real world security of the fhEVM through different av-
enues. This for example includes improving the efficiency
of resharing such that it can be executed very frequently.
This would allow many parties to be part of a validator set,
where a subset gets randomly selected at certain intervals
to actively participate in threshold decryption. We further-
more plan to make use of secure hardware to harden the
usage of key shares by the validators. That is, to have the
validators run threshold decryption inside secure hardware.
Besides this we are investigating approaches to increase the
corrupted threshold needed to break confidentiality of the
key shares. Finally we are pursuing different avenues to in-
centivize honest behavior by the threshold decryption par-

ties.

8.2 Dynamic validator set

By default, we assume the blockchain’s validators also act
as decryption parties in the threshold protocols. This means
that the threshold-decryption parties must change whenever
the set of validators changes. We leave as future work en-
suring that the re-sharing algorithm described in Section 7.8
is executed honestly; i.e., that validators delete their secret
share after having participated in the protocol. One poten-
tial way to achieve this would be for validators to keep the
key share in a secure hardware enclave and execute all MPC
protocols inside of it.

Note that one could also consider a separate and dedi-
cated set of decryption parties, which only follow the classi-
cal threshold assumptions and do not engage in the consen-

sus protocol.

8.3 Ciphertext size

We leave as future work to find a way to reduce the amount
of on-chain storage space taken by TFHE ciphertexts.

One way to do so would be to use transciphering. Eval-
uating symmetric-key cryptographic primitives homomor-
phically can be used to transcipher data encrypted under
a FHE scheme to and from a symmetric-key encryption
scheme, thereby removing the blowup in size of ciphertexts.

Trivium can be used to transcipher TFHE ciphertexts effi-
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ciently [BOS23|. By using this technique, keeping encrypted
data in on-chain storage would have no overhead compared

to storing the associated plaintext data.
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